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SECTI ON 14. BUI LDI NG REMOTE PLATFORMS
14.1 Scope

This section of the Inplenentation Procedures provides installation
instructions for |oading, configuring and using renote access SUN SPARC
platforns. These segments are used to enable a renpte site to connect
to a server at host site, via a | owspeed STU IIIl connection. Sun

wor kst ati ons can be configured as “standal one” or “EMclient”

wor kst ati ons.

St andal one systens. These are self-contai ned workstations, not
requiring an EM server, DB server or Sybase. The telecomrunications
link (e.g., PPP) is only established when access to a renote
Applications server is required - typically to run applications with the
ASCI | interface. This configuration is rmuch nore efficient in terns of
tel econmuni cations link utilization - nore GCCS conponents are hosted on
the ‘local’ sun workstation, requiring |l ess use of the ‘host’ system
The standal one configuration is the recommended configuration for renote
Sun workstations. However, the desktop folder systemis not avail able
since Sybase is not used in this cofiguration. This prevents you from
usi ng AVHS and Comand Center Apps.

EMclient systens. This configuration acts just |ike any GCCS client.
The tel econmunications link is established at system boot tine, and
remai ns continuously connected until the workstation is shutdown. \While
booted, the tel econmunications |ink between the renote client and the
host systenmfisite acts |ike an Ethernet LAN connection, only slower. The
di sadvantage is that this configuration does not take advantage of the
capability of a Sun workstation to host other conponents of GCCS, but

i nstead uses its network access, which can be very slow, for all GCCS
functions. Use of this configuration for rempte Sun workstation is not
recommended - use a standal one configuration with auto-nounted home
directories.

14.2 Information Required to Build a Renote Wrkstation
14.2.1 Rel ated documentation

Secret | P Router network (SIPRNET) comrunications Server STU-II
operations and Mi ntenance Gui debook, 28 June 1995, DI SA.

NOTE: Prior to installation of software, ensure that the Sun workstation is a Sun SPARC 5 or better, with
at least 64 MB RAM and at least 2.1 Gb disk storage.

14.2.2 Question Wrksheet

1. Standal one
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or
EmMmdient )
Cisco 2511 Ethernet Port address

Character base Application Server |P address

Cisco 2511 asynchronous pbrt | P address

Serial Port (aor b) .
Phone nunber of communi cations server

@ Nol o hwWN

Baud rate

9. ClI SCO 2511 userid and
password
10. EM dient ONLY

Socket nunbers of the host EM Server:

14.3 Installing and Configuring Renpte Standal one
14.3.1 Core segnents

Prior to | oading any GCCS software segments on your workstations, review
the section on Segnent Installation of the GCCS System Adm ni stration
Manual . Use of the Segnent Installer is explained in depth. |If you
are building this renpte workstation at a host site, you can take

advant age of the network installation servers rather than | oad from
tape. You nust ensure that you nount the/h/data/global/SysAdm
directory fromthe ‘Enserver’ on this workstation

nmount <enserver nane/ip address>:/h/data/gl obal / SysAdm
/ dat a/ gl obal / SysAdm

Install all segnents listed in the table and follow the
instructions listed in Comments field.

Table 14.3.1-1 Core Segnents for Renote Pl atforns

Application Ver si on Si ze | Tape Comment s

Appl i x 3.2 92379 | 2.2 Must be | oaded before
(AP. 1) | Command Center Apps

ASET Server gv.1l.02 25 2.2
(AP. 2)

Audi ting 3.0.04 112 | 2.2 Load BSM Patch 1 before
(AP.1) |deinstalling old

Audi ti ng.
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Renote Platforns (cont.)

EM Pat ch 6.0.1 22462 | 2.2 Load only on an upgrade
(AP.1) |from2.1 to 2.2.
EM Printer Admn 2.3.1.04 | 3084 |2.2
(AP. 1)
filengr 1.0 19 2.2
(AP. 1)
GCCS CCE 2.2.0.5.0 (68153 2.2 Reboot Workstati on
2 (AP.1) |after |oading.
Kernel Patch 1 1.0 309 2.2 Must reboot after
(AP. 1) | I oading.
Kernel Patch 2 1.0 307 2.2
(AP. 1)
GCCs ft pt ool 4.3 342 2.2
(AP. 1)
| CON FOR APPLI X 1.0 21 2.2 Install if not using
(AP. 1) | Sybase
PERL 6.0 4720 | 2.2
(AP. 1)
Renpt e Access 1.2 1624 (2.2 Install last, refer to
(AP. 1) Jinstructions bel ow for
i nstal ling!
Renpte Install 1.1.1 2068 [2.2
(AP. 1)
Syst em Mai nt enance 1.7 421 2.2
(AP. 1)
Tcl / Tk 7.5 10504 | 2.2
(AP. 1)
UPSI Power Monitor 1.3b 441 2.2 Cabl e must be connected
(AP.1) |prior to installation.
Load only if using UPSI
system
XLOCK | CON 1.0 21 2.2
(AP. 1)
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NOTE: You may wishto install any other segments on this workstation prior to installation of the Remote
Access segment, since it reconfigures the workstation' s Ethernet ports.

14.3.2 Renote_Access Segnent

The following are the steps for installing the Renbte Access segnent.
Load the segnment with the SAlnstaller. See Table 14-3-2-1.

Table 14.3.2-1. GCCS Renpte Connectivity Segnent

pplication VEer st on Sl ze |[lape Conment s
enot e nnectivity Segnents
2.2
Renot e Access 1.2 (AP. 1)

WARNING: Do not install REM OTE_ACCESS on anything other than a remote SPARCstation.
Installation disables the SPARCstation’ s Ethernet ports, alowing only PPP dial-up network access. Once
installed, a complete reinstallation of the Operating System and all GCCS components will be required in
order to restore use of the Local Area Network (LAN) Ethernet ports!

WARNING: Among the many filesinstalled in this step is /etc/asppp.cf. Thisfile contains a debug
parameter which defines the amount of diagnosticsinformation is provided during a connection.
Changing this parameter can be useful, when debugging a connection problem, in order to provide
additional diagnosticsinformation. Do not arhitrarily change this parameter - it should be left at its
default (currently, 4). Should you changeit, be sure to change it back to its original value.
REMINDER: Only edit this file when directed to do so by knowledgeable Solaris PPP experts who are
attempting to debug a connection problem.

The following are a list of questions that the installer nmust answer to
conplete the installation this segnent:

Do you wish to continue the installation of this Remote Access (y/n) [n]:

1. Enter [Y] and press the <Return> key.
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Do you want to continue with the installation of <SUNWapppr> [y or n]
2. Enter [Y] and press the <Return> key.
Do you want to install these as setuid/setgid files[y/n or (]
3. Enter [Y] and press the <Return> key.
Do you want to continue with the installation of <SUNWbnuu> [y or n]
4, Enter [Y] and press the <Return> or <Enter> key.
Do you want to continue with the installation of <SUNWbnur> [ y or n]
5. Enter [Y] and press the <Return> or <Enter> key.
Press <cr> to continue
6. Press the <Return> or <Enter> key.
What is the PPP configuration of this workstation?
a) Standalone EM Server workstation, infrequent use of PPP
b) EM Client, PPP connection always up
7. Enter [a] and press the <Return> or <Enter> key.
Enter the Ethernet IP Address of the Cisco 2511 COMM SERVER:
8. Enter | P Address and press the <Return> or <Enter> key.
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Enter the IP Address of the APPLICATIONS SERVER:

9. Enter | P ADDRESS and press the <Return> or <Enter> key.

Enter the |P Address to user for the PPP connection:

10. Enter | P Address and press the <Return> or <Enter> key.

Enter the SERIAL PORT the modemisconnectedto (‘a or ‘b'):

11. Enter [a or b] and press the <Return> or <Enter> key. It is
i nportant that you physically verify which serial port is
connected to the STU-111. Look at the back of the

SPARCst ati on - each serial port is |abeled belowthe serial
connector, “Serial A" (on the right, when facing unit from
the rear) and “Serial B" (on the left, when facing unit from

the rear).

Enter the connection type:
a) STU-Ill modem
b) Direct connect to communications server

12. Enter the correct response for your site and press the
<Return> or <Enter> key.

NOTE: If your site hasdirect connection, you will not be prompted for the telephone number of the
communications server.

Enter the TELEPHONE NUMBER OF THE COMMUNICATIONS SERVER: ,

13. Ent er tel ephone nunber of the communi cations server, for STU
Il connection only, with a leading ‘',” (e.g., ,7037358882)
and press the <Return> or <Enter> key.
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Enter the serial port BAUD Rate (9600 19200 38400):

14. Enter the baud rate for your workstation's serial port (ie.,
the rate at which your serial port connects to your nodem
STU-111, MJX or direct line - should be set at the sane rate

as the device to which you connect, 38400 is recommended) and
press the <Return> or <Enter> key.

NOTE: The configuration information that was entered will be displayed for validation. If correct enter
[Y] otherwise, enter[N] and re-enter the correct information.

Isthe above information correct (y/n)?__

15. Enter [Y] and press the <Return> or <Enter> key.

Installation completed, please REBOOT the system.
Press <Return> to continue..

16. Press the <Return> or <Enter> key and the workstation will
re-boot .

14.4 Installing and Configuring Renbte EM Cli ent
14.4.1 Core segnents

Prior to | oading any GCCS software segnents on your workstations, review
the section on Segnent Installation of the GCCS System Adm ni stration
Manual . Use of the Segnment Installer is explained in depth. |f you are
building this renbte workstation at a host site, you can take advantage
of the network installation servers rather than load fromtape. You
nmust ensure that you nount the /h/data/global/SysAdmdirectory fromthe
‘Enserver’ on this workstation:

nount <enserver nane/ip address>:/h/data/ gl obal / SysAdm
/ dat a/ gl obal / SysAdm

Install all segnents listed in Table 14.3.1-1 and Table 14.3.2-1
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and follow the instructions listed in Comments field.

NOTE: You may wishto install any other segments on this workstation prior to installation of the Remote
Access segment, since it reconfigures the workstation' s Ethernet ports.

14.4.2 Renpte_Access Segnent (EM dient)

The following are the steps for installing the Renbte Access segnent.
Load the segnment with the SAlnstaller.

WARNING: Donot install REMOTE_ACCESS on anything other than aremote SPARCstation.
Installation disables the SPARCstation’ s Ethernet ports, alowing only PPP dial-up network access. Once
installed, a complete reinstallation of the Operating System and all GCCS components will be required in
order to restore use of the Local Area Network (LAN) Ethernet ports!

WARNING: Among the many filesinstalled in this step is/etc/asppp.cf. Thisfile contains a debug
parameter which defines the amount of diagnosticsinformation is provided during a connection.
Changing this parameter can be useful, when debugging a connection problem, in order to provide
additional diagnosticsinformation. Do not arhitrarily change this parameter - it should be left at its
default (currently, 4). Should you changeit, be sure to change it back to its original value.

REMINDER: Only edit this file when directed to do so by knowledgeable Solaris PPP expertswho are
attempting to debug a connection problem.

The following are a list of questions that the installer nmust answer to
conplete the installation this segnent:

Do you wish to continue the installation of this Remote Access (y/n) [n]:

1. Enter [Y] and press the <Return> key.

Do you want to continue with the installation of <SUNWapppr> [y or n]
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Do you want to install these as setuid/setgid files[y/ nor q]

3. Enter [Y] and press the <Return> key.

Do you want to continue with the installation of <SUNWbnuu> [y or n]

4, Enter [Y] and press the <Return> or <Enter> key.

Do you want to continue with the installation of <SUNWbnur> [y or n

5. Enter [Y] and press the <Return> or <Enter> key.

Press <cr> to continue

6. Press the <Return> or <Enter> key.

What is the PPP configuration of this workstation?
a) Standalone EM Server workstation, infrequent use of PPP
b) EM Client, PPP connection always up

7. Enter [b] and press the <Return> or <Enter> key.

Enter the Ethernet IP Address of the Cisco 2511 COMM SERVER:

8. Enter [Y] and press the <Return> or <Enter> key.

Enter the IP Address of the APPLICATIONS SERVER:
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9. Enter | P ADDRESS and press the <Return> or <Enter> key.

Enter the |P Address to user for the PPP connection:

10. Enter | P Address and press the <Return> or <Enter> key.

Enter the SERIAL PORT the modemisconnectedto (‘a or ‘b’):

11. Enter [a or b] and press the <Return> or <Enter> key. It is
i nportant that you physically verify which serial port is
connected to the STU-111. Look at the back of the

SPARCst ati on - each serial port is |abeled belowthe serial
connector, “Serial A" (on the right, when facing unit from
the rear) and “Serial B” (on the left, when facing unit from

the rear).

Enter the connection type:
a) STU-Ill modem
b) Direct connect to communications server

12. Enter the correct response for your site and press the
<Return> or <Enter> key.

NOTE: If your site hasdirect connection, you will not be prompted for the telephone number of the
communications server.

Enter the TELEPHONE NUMBER OF THE COMMUNICATIONS SERVER: ,

13. Ent er tel ephone nunber of the communications server, for STU
Il connection only, with a leading ‘',” (e.g., ,7037358882)
and press the <Return> or <Enter> key.
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Enter the serial port BAUD Rate (9600 19200 38400):

14. Enter the baud rate for your workstation's serial port (ie.,
the rate at which your serial port connects to your nodem
STU-111, MJX or direct line - should be set at the sane rate

as the device to which you connect, 38400 is recommended) and
press the <Return> or <Enter> key.

NOTE: The configuration information that was entered will be displayed for validation. If correct enter
[Y] otherwise, enter[N] and re-enter the correct information.

Isthe above information correct (y/n)?__

15. Enter [Y] and press the <Return> or <Enter> key.

Installation completed, please REBOOT the system.
Press <Return> to continue..

16. Press the <Return> or <Enter> key and the workstation will
re-boot .

14.5 Login to Renote Platforns

14.5.1 St andal one

In order to use a standal one workstation, there should be a local login
account for a user and a character based |ogin account at the host site.
A user will login at the GCCS globe login screen and will be presented
with a desktop with two icons, |abeled “Control” and “Access”. These
two prograns offer the user the neans of accessing the host site's GCCS
sui te.

The “Control” icon establishes the communication link with the host
site’'s server. The user will be pronpted for a user-id and password for
the Cl SCO 2511 router. This information is available fromthe router
adm ni stration staff. The “Access” icon establishes a term nal session
with the host server after the conmmunications link is established. The
user will be presented with an ‘xterm session’ w ndow that the user wll
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key in the appropriate login for the host site's server. The user will
then be presented with a nenu of character based applications that the
user is authorized to use. The user will use the “Tab” key to maneuver
through the nmenu to select an application to use and then press the
<Return> or <Enter> key to activate the application.

14.5.2 EMAdient
14.5.2.1 Booting and Login of EM dient Wrkstation

When a renote workstation that has been configured as an “emclient” is
booted, the PPP software autonatically establishes the communications
link with the host site. The workstation will pronpt for ‘usernanme’ and
‘password’ information of an account on the Ci sco 2511 Renpte Access
Server. After this information is entered, a line of dots will be drawn,
and beeps will sound, while the workstation establishes a connection to
the Cisco 2511 Renpte Access Server. Once the connection is conplete,
the systemw |l finish booting.

14.5.2.2 Initial Configuration of EM O ient Wrkstion
Performthe foll ow ng steps:

1. Logonto the globe as sysadmin. Y ou must take the following corrective steps:

2. Edit [vi] the/etc/resolv.conf file. Verify that afully qualified domain name is contained in this
file (e.g., bur.osf.disa.mil). Thisinformation is entered when Solarisisinstalled - improperly
entering thisinformation at that time will lead to the system being in DEGRADED mode.

3. Edit [vi] the/etc/servicesfile. Change the LAN SEGID to mat that of the EM server at the host
site. Write down the lines that contain udp under the # GCCS Exec M gr Services section of
thisfile.

Edit [vi] the /etc/services file on the machine you are configuring.
Scroll down approximately 85% through the document until you reach linesthat look like this:

# GCCS Exec Mgr Services
ubsysexec nnnhnn/udp

Change the lines containing udp under the # GCCS Exec M gr Services section of thisfile so that
the nnnnn entries match those of the EM Server.

4. Edit [vi] the /etc/netmasksfile. Change the netmask as follows:
Determine the | P address of the host site’s EM Server (e.g., 164.117.208.227),
Change the netmask in the /etc/netmasks file to be the address from the previous step, but with
the fourth octet changed to a zero (e.g., 164.117.208.0). Edit [vi] the /etc/networksfile. Change
the SUBNET1.GCCSto the IP address of the EM Server (e.g., 164.117.208.227).
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5. Logontothe‘root’ account and executea‘ping' of the EM Server. If this completes without
error, the workstation can be initialized as a NI S+ client:

6. Edit [vi] the/etc/hostsfile. Add an alias of the host site’SEM Server to emser ver.

7. Initialize NIS+. See the Systems Administration Manual, GCCS version 2.1, section 6.2.3, for
the procedure for initializing aworkstation on an Ethernet LAN as aNIS+ client.

8. After NIS+ reboot, login as sysadmin, and do the following:
Open an X-Termwindow and execute the following commands:

# cd /h/REMOTE_ACCESS
# /h/EM /progs/load_profiles data/Profiles/Profiles.RA

Add additional Application Server entries, if desired. The IP address’hostname pairs must be
added to the /etc/hosts file, and the host names added to the
/h/REM OTE_ACCESS/data/config/apps_hostsfile.

14.5.3 Debuggi ng and Mdifying Configuration
14.5.3.1 I ncorrect Serial Port

WARNING. It is inportant that you physically verify which serial port is
connected to the STU-I11. Look at the back of the SPARCstation - each
serial port is labeled, directly below the serial connector, “Serial A
(on the right, when facing unit fromthe rear) and “Serial B" (on the

| eft, when facing unit fromthe rear).

Failure to enter the correct serial port identifier [a or b] wll
result in not being able to connect to the host site.

Shoul d you incorrectly enter the serial port identifier, or later
choose to physically reconfigure which serial port is used (the
|atter is not reconmended), you can manually reconfigure
REMOTE_ACCESS to specify the serial port to use. Performthese
recovery actions:

a. Logon as root
b. Edit [vi] the file /etc/uucp/Devices.ra-ppp
1. The last two lines of this file should | ook as foll ows

(assuming port ‘a was sel ected):

ACU cuaa - 38400 stu
Direct cuaa - 38400 direct
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2. Change the letter immediately followi ng “cua” on each line
(e.g.., the ‘a’) to the port ID you wish to use (e.g.,
lb'l):

ACU cuab - 38400 stu
Direct cuab - 38400 direct

C. Reboot
Reminder: Only edit this file as a last resort if you have

NOTE: Should you incorrectly enter the phone number, or later choose to change the phone number used
(the latter is not recommended), you can manually reconfigure REMOTE_ACCESS to specify the phone
number to use.

incorrectly entered your port |D.
14.5.3.2 I ncorrect Tel ephone Nunber for STU-III
Performthese actions:

1. Logon as root

2. Edit [vi] the file /etc/luucp/Systemsmaster
Change t he phone nunber, as appropri ate.

3. Reboot. See systemreboot instructions in section 3.3.1, How
to reboot a Sun workstation., on page 4.

REMINDER: Only edit this file if you have incorrectly entered the
phone nunber to be call ed.

14.5.3. 3 Unabl e to Connect to Host Site

Shoul d you be unable to connect to the host site, despite all paraneters
and configuration itenms being correct [ PLEASE CHECK], the Cl SCO 2511
router at the host site may need to be restarted. Only performthese
actons if unable to connect and all other corrective actions have

fail ed.
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